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Disclaimer: While our office is pleased to assist vendors and provide guidance on technical
questions regarding the Cybersecurity Maturity Model Certification (CMMC), the information we
provide does not constitute official policy or formal compliance advice. CMMC requirements,
timelines, and program rules are subject to change. For the most accurate, authoritative, and
up-to-date information, vendors must reference the official Department of Defense documents
and resources available at the DoD CIO CMMC Website
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1. NIST Compliance, SPRS, & CMMC

1.1 Where and how can we evaluate and know our cybersecurity posture aligns with
the NIST SP 800-171 requirements?

e  Where to Evaluate: DoD contractors must evaluate and verify their compliance with the 110
security requirements of NIST SP 800-171 Rev. 2 through self-assessments or independent third-
party assessments conducted by CMMC Third-Party Assessment Organizations (C3PAOs).

e How to Evaluate: The evaluation is conducted using the DoD Assessment Methodology, which maps
directly to the assessment objectives of NIST SP 800-171A across 14 distinct security control
families.

e How to Know Alignment: Contractors must develop and maintain a System Security Plan (SSP) that
describes their information system’s security boundary and details how each of the 110 security
requirements is implemented. Any unmet requirements must be documented in a Plan of Action
and Milestones (POA&M) detailing planned remediation efforts.

1.2 How can we obtain the BASIC confidence level score for NIST SP 800-171 and how
can it be entered in SPRS?

e How to Obtain: The “Basic” score is a self-assessment score calculated using the DoD Assessment
Methodology. The scoring starts at a perfect baseline of 110. For each requirement of NIST SP 800-
171 that is not fully implemented, points (weighted at 1, 3, or 5 depending on the specific control’s
impact) are deducted from 110. This scoring methodology allows for negative scores.

e How to Enter in SPRS: Self-assessment results must be posted to the Supplier Performance Risk
System (SPRS). The entry process involves the following administrative steps:

e Complete the System Security Plan (SSP) describing the system’s security posture.

e Ensure the business entity is registered in SAM.gov, has an active Unique Entity ID (UEI), a
designated Electronic Business POC, and a registered Commercial and Government Entity
(CAGE) hierarchy.

e Establish a vendor group and designate a Contractor Administrator (CAM) within the
Procurement Integrated Enterprise Environment (PIEE).

e Obtain approval from the CAM for the “SPRS Cyber Vendor User” role.

e Loginto SPRS, select the appropriate CAGE from the hierarchy, input the assessment details
(assessment date, SSP version, scope, and implementation status for each control), and submit
the assessment to the Affirming Official (AO) for final posting.
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1.3 How can we obtain the CMMC assessment, where and how can it be submitted?

Source & Number of Securi Plan of Action & Milestones (POA&M
$ Reqs. v Assessment Reqts. Reqts. { ) Affirmation Reqts.

= 15 required by FAR clause
52.204-21

Level 2
(C3PAO)

Level 3

110 NIST SP 800-171 R2
required by DFARS clause
252.204-T012

110 NIST SP 800-171 R2
required by DFAR clause
252.204-T012

110 NIST SP 800-171 R2
required by DFARS clause
252.204-T012

24 selected from NIST SP 800
172 Feb2021. as detailed in

(DIBCAC)

Conducted by Organization Seeking
Assessment (OSA) annually
Results entered into the Supplier
Performance Risk System (SPRS)

Conducted by OSA every 3 years
Results entered into SPRS

CMMC Status will be valid for three
years from the CMMC Status Date as
defined in § 170.4

Conducted by C3PAQ every 3 years
Results entered into CMMC Enterprise
Mission Assurance Support Service
(eMASS)

CMMC Status will be valid for three
years from the CMMC Status Date as
defined in 32 CFR § 170.4

Pre-requisite CMMC Status of Level 2
(C3PAQ) for the same CMMC
Assessment Scope, for each Level 3
certification assessment

« Conducted by DIBCAC every 3 years
= Results entered into CMMC eMASS

table 1 to 32 CFR § 170.14(c)(4) *

CMMC Status will be valid for three
years from the CMMC Status Date as
defined in 32 CFR § 170.4

See: https://dodcio.defense.gov/CMMC/about/

= Mot permitted

« Permitted as defined in 32 CFR §

170.21(a)(2) and must be closed out
within 180 days

= Final CMMC Status will be valid for

three years from the Conditional CMMC
Status Date

= Permitted as defined in 32 CFR §

170.21(a)(2) and must be closed out
within 180 days

Final CMMC Status will be valid for
three years from the Conditional CMMC
Status Date

Permitted as defined in 32 CFR §
170.21(a)(3) and must be closed out
within 180 days

Final CMMC Status will be valid for
three years from the Conditional CMMC
Status Date

1.4 How do we know if we need CMMC LEVEL 1 or CMMC LEVEL 2?

« After each assessment
Entered into SPRS

« After each assessment and annually
thereafter

« Assessment will lapse upon failure to
annually affirm

« Entered into SPRS

« After each assessment and annually
thereafter

« Assessment will lapse upon failure to
annually affirm

« Entered into SPRS

« After each assessment and annually
thereafter

« Assessment will lapse upon failure to
annually affirm

« Level 2 (C3PAQ) affirmation must also

continue to be completed annually

Entered into SPRS

CMMC Level 1 (Self-Assessment) is required if: The contract involves Federal Contract Information

(FCI) only. FCI is unclassified information provided by or generated for the Government under a

contract to develop or deliver a product or service, which is not intended for public release.

CMMC Level 2 (Self-Assessment or C3PAO Certification) is required if: The contract involves

Controlled Unclassified Information (CUI). CUI is government-created or owned unclassified

information that requires safeguarding or dissemination controls in accordance with laws,

regulations, or government-wide policies.

contract, USACE Europe District must evaluate each project individually.

How the Level is Formally Determined inside USACE: Prior to soliciting or awarding any new

NOTE: The appropriate CMMC level designation will be provided with the Solicitation. In practice,

sources sought notices, industry days, etc., should also convey such information, or the single source

of truth will be the Solicitation package itself.
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1.5 What factors or thresholds influence this determination (e.g., sensitivity of
information such as CUI, program classification, risk assessment, contract value, or

mission criticality)?

Data Sensitivity (FCI vs. CUI): The presence of Federal Contract Information (FCl) versus Controlled
Unclassified Information (CUI) is the primary factor. FCl requires Level 1, while CUIl requires at least
Level 2.

CUI Category (Defense OIG vs. Non-Defense): If CUI is present, the specific categorization of the CUI
dictates whether a CMMC Level 2 Self-Assessment or Level 2 C3PAO Certification is required. Non-
Defense NARA CUI Registry categories require Level 2 Self-Assessment, while Defense OIG
categories require Level 2 C3PAQ Certification.

Mission Criticality and Advanced Persistent Threat Risk: If CUI falls under the “Defense” category
and is further associated with a “breakthrough, unique, and/or advanced technology; a significant
aggregation of CUI; or the potential for a widespread vulnerability,” the risk-based threshold
elevates the requirement to CMMC Level 3 (DIBCAC Certification).

Contract Value and Program Classification: Contract dollar value and program classification do not
directly influence CMMC determinations, as all unclassified DoD contracts containing FCl or CUI
(with the exception of COTS procurements) must comply regardless of value.

Government Discretion: During the first three (3) years of the phased implementation period
(November 10, 2025, to November 9, 2028), USACE Europe District has sole discretion to determine
if CMMC will be applied to a contract, even if FCl or CUl is present.

1.6 Are there any standardized guidelines or policies within USACE or DoD that

differentiate Level 2 self-assessment from Level 2 C3PAO certification requirements

for a solicitation/project?

Regulatory Scoping Policies: Yes. DoD has established standardized policies, including 32 CFR §
170.19(c) (“CMMC Level 2 Scoping”) and the DoD manual CMMC Assessment Scope — Level 2, to
define the exact boundaries for both types of assessments.

Data Classification Guidelines: Standard policy differentiates Level 2 Self-Assessment from Level 2
C3PAO Certification based on whether the CUI falls under NARA’s non-Defense categories or NARA’s
Defense OIG categories:

o CMMC Level 2 Self-Assessment: Applicable to systems processing CUI listed in the NARA CUI
Registry, but outside of the Defense Organizational Index Grouping.

e CMMC Level 2 C3PAO Certification: Applicable to systems processing CUl in NARA’s CUI Registry
under the Defense OIG, including Controlled Technical Information (CTI), DoD Critical
Infrastructure Security Information (DCRIT), Naval Nuclear Propulsion Information (NNPI),
Privileged Safety Information (PSI), and Unclassified Controlled Nuclear Information-Defense
(DCNI).
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1.7 Who will be the authority responsible for determining the classification of

contracts, parts of contracts, the KO, the COR, or some other G2 FDO-type?

Primary Determination Authority: The Program Manager (PM) / Requiring Activity (RA) is the
authority responsible for identifying CMMC requirements and CUI applicability for a specific contract
or solicitation. Under updated USACE policy, they formally document this determination in the
mandatory CMMC/CUI fields directly within the Paperless Contract File (PCF) system.

Verification Authority: The Procuring Contracting Officer (PCO/KO) / Administrative Contracting
Officer (ACO) is responsible for ensuring the acquisition is compliant, incorporating the correct
DFARS clauses into the solicitation, and verifying the contractor’'s CMMC status or self-assessment
score in SPRS prior to award or option exercises.

1.8 Is there an anticipated timeline or transition plan for moving from self-
assessments to mandatory C3PAO certifications for applicable contracts?

Phased Implementation Timeline: Yes, the DoD has established a 4-phase transition plan starting
November 10, 2025:

e Phase 1 (November 10, 2025, to November 9, 2026): Solicitations will require Level 1 or Level 2
self-assessments only. Under updated USACE policy, during the first three (3) years of the
transition (Phases 1 through 3, ending November 9, 2028), the PM/RA has sole discretion
whether to apply CMMC requirements to a contract, even if CUl is present.

e Phase 2 (Begins November 10, 2026): Solicitations will require Level 2 C3PAOQ Certification
(independent third-party assessments) where applicable. However, DoD may opt to delay the
Level 2 certification requirement in a contract to an option period.

e Phase 3 (Begins November 10, 2027): Solicitations will require Level 3 DIBCAC Certification
where applicable. DoD may opt to delay the Level 3 certification requirement to an option
period.

e Phase 4 (Begins November 10, 2028): Full Implementation. All applicable solicitations and
contracts will require CMMC Level compliance as a condition of contract award.

Government Discretion: During the first three (3) years of the phased implementation period
(November 10, 2025, to November 9, 2028), USACE Europe District has sole discretion to determine
if CMMC will be applied to a contract, even if FCl or CUl is present.

1.9 Will CMMC Level 2 implementation be progressive where self-assessments will be
required before C3P assessments?

Yes. According to the Phased Implementation plan, CMMC Level 2 implementation is structured
progressively.
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1.10 Will CMMC Level 1 self-assessment be required for all future USACE solicitations
in the Europe theater, and Level 2 only for selected projects?

General Policy Application: CMMC requirements apply to all DoD/DoW solicitations and contracts
where a contractor processes, stores, or transmits FCl or CUl on its unclassified systems. Under this
policy, construction and services contracts generally require CMMC Level 1 (FCI), whereas projects
containing Controlled Unclassified Information (CUI)—such as A-E Design contracts—require CMMC
Level 2. During the first three (3) years of phased implementation, the application of CMMC is at the

sole discretion of the USACE Europe District.
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1.11 In the long term, is it likely that Level 2 will be required for our frame-contracts
(MATOC; IDIQ; SATOC; MACC; ITAM), or can we assume that this will remain at Level
FCl which means Level 1?

e CMMC Framework Requirement: No, you cannot assume that frame-contracts will remain at Level
1 (FCl). Also, it is highly likely that a sizable portion of USACE Europe District’s portfolio will rise to
Level 2, either Self-Assessment or C3PAO. USACE Europe District’s interpretation of the CMMC
program does not identify a need for a CMMC level “wrapper” for the frame-contract itself; rather,
CMMC clauses and provisions will be included along with solicitation specific language regarding
CMMC, to include the disposition of the “seed” task order.

e Scope-Dependent Rough Guidelines:

e Construction and Services base vehicles: Most likely require CMMC Level 2 Self-Assessment.

e Architect-Engineer (A-E) Design vehicles: Most likely require CMMC Level 2 Self-Assessment or
C3PAO Assessment, as design plans, drawings, and specifications typically constitute Controlled
Technical Information (CTI) CUI.

2. Cloud Platforms, SaaS, & Transition Guidance

2.1 USACE has announced its intention to migrate from Bentley Projectwise to
AutoDesk and from RMS to Kahua but on the FedRAMP list of CMMC-certified
moderate applications, neither are listed as certified, only as planned to be
investigated. How will this affect their implementations in lieu of CMMC
requirements?

e General Regulatory Guidance: USACE Europe District has no policy guidance on this topic to offer.

2.2 We are implementing the AutoDesk cloud storage solution, AutoDesk Forma Docs.
There is no listed guidance for CMMC and it is not yet certified at FedRAMP. Please
provide any available guidance that would help ease the transition from a non-
FedRAMP to the FedRAMP-certified solution once it becomes available. Is there
guidance about the location of hubs? Is a US-based hub preferred?

e General Regulatory Guidance: USACE Europe District has no policy guidance on this topic to offer.
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3. CUI Transmission & Notification

3.2 Will CUI data be flagged during transmission?

Automatic Electronic Flagging: To USACE Europe District’s knowledge, Government information
systems do not automatically “flag” during transmission.

Visual Markings: All documents containing CUI must be clearly marked physically and visually. This
includes the “CUI” marking in the page header and footer of unclassified documents, portion
markings where selected, and a CUI designation indicator block located on the first page or cover
page of the document.

Solicitation Access Control: Under updated USACE policy, CMMC Level status is not to be used as
criteria to release solicitation documents. Instead, the PIEE Solicitation Module must be used to
restrict access to restricted attachments containing CUI. To gain access to restricted attachments in
PIEE, the contractor must have an active SAM registration and a minimum BASIC confidence level
score in SPRS under NIST SP 800-171, as verified under DFARS clause 252.240-7997.

3.3 Will we receive an informational email noting the presence of CUI data?

Informational Alerts: No. There is no established policy or automated process for sending a
separate “informational alert” email when CUl is transmitted. The responsibility for communicating
the presence of CUI lies with the sender, who must handle the information in accordance with
prevailing Department of War policies and procedures.

4. CUI Project Scope & Technical Formats

4.1 How many projects involving CUI data can be expected in the future?

Project Pipeline Volume: Project pipelines and CUI volume projections are specific to each
contracting district, program, or individual PDT and are not quantified in general regulatory policy
documents.

4.2 Does this mean that all project data is also CUIl data? Do all documents created

subsequently (e.g., plans) also fall under the category of CUIl data?

No. CUI does not include information that is lawfully and publicly available without restrictions.
Derivative Documents: Subsequent or derivative documents (such as design plans or reports) only
fall under CUI if they contain, reference, or derive from information that meets the official DoD CUI
criteria. If a subsequently created document does not contain or derive from sensitive data, it does
not become CUI. For project specific questions, reach out to your Contracting Officer.
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4.3 What file types are sent as CUI data?

Technical Extensions: “Technical extensions” per se do not restrict or list specific technical file
extensions (such as .pdf, .docx, etc.) for sending CUI. CUl can reside and be transmitted in any

electronic or physical media format.

5. Subcontractor Compliance & Supply Chain Requirements

5.1 What are requirements regarding Prime Contractor responsibility for

subcontractor compliance?

Flow-down Requirements: Prime contractors must ensure CMMC requirements are flowed down to
subcontractors who process, store, or transmit FCl or CUI in their unclassified information systems.
Supplier Performance Risk System (SPRS) Verification: Under CMMC, the Prime Contractor and
higher-tier subcontractors are responsible for ensuring that subcontractors comply with CMMC
requirements. Primes must confirm that their subcontractors have current SPRS scores/assessments

on record before awarding a subcontract.

5.2 Will Prime Contractors be held accountable for non-compliance within their supply

chain? Please describe in further detail what would be required of subcontractors and
of primes with regard to subs? What beyond NDAs and controlled, role-based access?

Supply Chain Accountability: Yes, Prime contractors and higher-tier subcontractors are responsible
for ensuring that subcontractors comply with CMMC requirements. CMMC Level 2 and Level 3
require increased assurance that the organization can protect CUI, which explicitly includes
protecting information flow with subcontractors in a multi-tier supply chain.

Requirements for Primes and Subcontractors:

e Clause Flow-down: Primes must incorporate DFARS clauses 252.204-7012, 252.204-7019,
252.204-7020, and 252.204-7021 (or Class Deviation equivalent) into subcontracts.

e Verification of SPRS Status: Primes must verify that the subcontractor’'s CMMC status and self-
assessment results are current and posted in SPRS prior to subcontract award.

e Data Scoping & Enclaves: Contractors are responsible for restricting access to data. If
subcontractors do not share an environment containing CUI, they must maintain their own
compliant enclaves or undergo independent assessments.
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6. Incident Reporting Process

6.1 What is the reporting process when an incident occurs (receipt of CUl data in a

standard email or failure to label CUI data)?

Reporting Network-Level Cyber Incidents: If a cyber incident occurs on a contractor’s internal
information system that affects its ability to perform operationally critical requirements, the
contractor must report the incident to the DoD Cyber Crime Center (DC3) via https://dibnet.dod.mil

within 72 hours of discovery.

Reporting Unauthorized Disclosure or Misuse of CUI: Receipt of CUI via standard (unencrypted)
email or the failure to apply proper CUI markings constitutes an unauthorized disclosure or misuse.
In these situations, the following reporting protocol must be executed:

e The originating DoD Component must be immediately notified of the unauthorized disclosure.

e The appropriate Military Department Counterintelligence Organization must be notified of the
incident.

e The Component’s Cognizant Security Authority Official (CSAQO) and CUl Program Manager (CPM)
must take prompt management action to correct, contain, or eliminate the conditions that
contributed to the incident.
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